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Abstract: The development of sensor technologies and loT opens up opportunities for the
development of industries, including healthcare. Wireless body area networks are the backbone of smart
health, which are designed to collect data from wearable sensors and transmit it to receiving nodes.
Wireless body area networks place stringent demands on data transmission technologies. In this article,
we conducted a comparative analysis of technologies such as Wi-Fi, Z-wave, ZigBee and Bluetooth to
determine the optimal technology for transmitting data in wireless body area networks.
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I. Introduction (Heading 1)

Nowadays very difficult for anyone to go long without digital devices. Today, even our body
is becoming digital, allowing us to control the parameters and indicators of the body,
wherever we are: in the car, office or on a walk. Since for the implementation of such
projects, the bodies are equipped with sensors, and they, in turn, are combined into a network,
we need a universal way with which all sensors and wearable devices will “communicate”
with each other and with us. Unfortunately, there is no such “universal language” today.
Instead, we see several competing and virtually incompatible wireless standards for wireless
body area networks (WBAN). Each of them is fighting for the title of the main technology of
WBAN. These standards include not only well-known Wi-Fi and Bluetooth, but also
specialized protocols - Z-Wave and ZigBee. All of them have advantages and disadvantages
that are not obvious at first glance. But the choice of the standard around which the entire
wearable network will be built must be made even before you decide on the use of wearable
Sensors.

I1. Wi-Fi as a sollution for WBAN
A. Advantages of Wi-Fi

Wi-Fi is a powerful and reliable wireless solution that has been successfully used to build
local area networks for many years. 802.11 has become the de facto global communications
standard because it offers many flexible features and is continually enhanced by the Institute
of Electrical and Electronics Engineers (IEEE) [1].

Designed to quickly exchange significant amounts of data over short distances, Wi-Fi does its
job well. Basic parameters, such as coverage range or data rate, differ between different
802.11 options. But in most cases, a regular home wireless router is sufficient to provide
network coverage for a small apartment. In larger buildings, you can increase the number of
access points or signal repeaters to increase coverage [2].

Wi-Fi can easily transfer high definition video streams, and its theoretical bandwidth limit is
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much higher than the average user needs. Some older versions of the 802.11 standard are
limited to 11 Mbps or 54 Mbps, but the now widely used 802.11n is capable of transmitting
tens and hundreds of megabits per second, and the newer 802.11ac is even more. These
numbers certainly look great compared to other popular home automation solutions [3]. Their
bandwidth values are expressed in Kbps, not Mbps.

In addition, one of the main benefits of Wi-Fi is the ubiquity of 802.11 infrastructure as given
in figure 1. The fact that this standard is being integrated into new laptops, smartphones and
tablets is of great importance in terms of implementing smart home and Internet of Things
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Fig. 1. Wi-Fi advantages and disadvantages.
B. Disadvantages of Wi-Fi

The benefits listed above are well known. Thanks to them, Wi-Fi has entered our everyday
life and has become an everyday technology for wireless Internet access. But when it comes
to home automation, high speed Internet access and the ability to quickly transfer huge
amounts of information are not parameters that you will pay any attention to. Moreover, the
capabilities of Wi-Fi in this regard are excessive for the vast majority of smart software
solutions for home or office automation. These solutions work in an environment where
typical devices transmit simple control commands (such as “on / off”), state change signals,
or minuscule amounts of data (such as measurements from a sensor) [4].

Excess bandwidth itself is not a problem, but maintaining it comes with significant power
consumption. As a high-speed wireless standard, Wi-Fi is a waste of power for the Internet of
Things. Obviously, power consumption doesn't matter much if any device is connected to a
permanent power source - a regular electrical outlet, lamp holder, etc. But it becomes a huge
problem for those solutions that need to operate from autonomous power supplies without
wires. It's almost impossible to build a responsive Wi-Fi device that is battery-powered or
battery-powered that can last long enough. For example, it makes no sense to create an
autonomous sensor for motion, smoke, door open / close based on Wi-Fi: its battery will be
quickly discharged. In other words, despite the widespread and impressive data transfer rates
and, Wi-Fi simply cannot effectively support the most important component of the world of
smart homes - autonomous wireless sensors and actuators. And without them, home
automation loses its practical meaning [5].

Another major limitation arises from the topology of the Wi-Fi network. The dependence of
all traffic on the central router has a serious drawback: as soon as the router fails, the
individual nodes on the network stop communicating with each other. This leads to the
failure of the entire automation network [6]. Of course, you can expect a Wi-Fi router to be
stable most of the time. Often it does. But as soon as it "freezes" or breaks down, huge
problems immediately arise: the entire smart home will stop working. Do not forget that
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replacing a failed wireless router will most likely require rebuilding and configuring the
network from scratch.

Wi-Fi can be found in every new smartphone or laptop, which in theory makes them
candidates for smart home controllers. However, in the case of Wi-Fi, this potential cannot be
fully realized. Although a smartphone and a Wi-Fi smart home device use the same
“communication language,” this communication is not direct. It is always done through a
central network access point. This is why Wi-Fi devices cannot use some important
functions, such as detecting nearby devices [7].

Considering that virtually every consumer has a Wi-Fi enabled smartphone, it can be
assumed that adding new smart devices to a Wi-Fi network will be a breeze. Unfortunately,
this is not so. Before adding a smart home device to a Wi-Fi network, you need to tell it the
network password. It's easy to do if you want to connect your laptop or smartphone. But the
task becomes more difficult if your device has neither a keyboard nor a screen. Is it possible
to entrust this work to a smartphone, because it also “speaks” the Wi-Fi language? Why not
use it to tell the device a password? Not a bad idea, but the problem is that your smart device
needs to be connected to the network first. And that brings us back to where we started.
Manufacturers use a variety of techniques to make the customization process more
manageable. But each such method has certain disadvantages and introduces additional
complexity for users. In most cases, to add smart devices to a Wi-Fi network, you need to
install a special mobile application or desktop utility, then put each added device into pairing
mode, enter the Wi-Fi password through the application, and then add the device to the home
automation system. Some vendors have gone as far as adding microUSB ports to their smart
Wi-Fi devices solely for initial connection and setup purposes. While this solves the
installation problem, you will hardly enjoy using the USB ports to add smart smoke or
motion detectors installed in tight spaces to your network [8].

Compatibility is the most important issue in home automation. What does Wi-Fi offer in this
regard? Unfortunately, not much. The Wi-Fi standard does not define the application layer of
the OSI network model. This means that if device manufacturers have not agreed that their
products will interact with each other, then machine-to-machine communication between
such devices is almost impossible. Oftentimes, Wi-Fi technologists mistakenly attribute full
interoperability just because it enables communication between users [9]. However, such a
connection is possible only because people intervene in the process of interaction. For
example, setting up a Skype connection is what you might call adding a conditional
application layer to Wi-Fi. Smart devices cannot cope with this task on their own precisely
for the reason that Wi-Fi itself does not provide any compatibility in the world of connected
devices [10].

It should be noted that the Wi-Fi Alliance is aware of the shortcomings of Wi-Fi and is
making efforts to address them. In 2016, a new standard was introduced - IEEE 802.11ah. He
promised to free Wi-Fi from many of the limitations that 802.11 technologies face in the
resource-demanding smart home and Internet of Things market. Some analysts were
cautiously optimistic about 802.11ah, but the market as a whole was skeptical about the
prospects of the new standard. For example, research company ABI Research predicts that by
2020 only 11 million 802.11ah chipsets will be shipped. For the IoT market, this is a drop in
the ocean.

Why is the market so pessimistic about the 802.11ah standard? There are several reasons.
Yes, it eliminates some of the serious flaws of previous 802.11 standards by extending
coverage and adding lower power consumption to devices. But some of the problems
remained unresolved - compatibility between individual devices; a router as a single point of
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failure for the entire network; complex process of adding smart devices to the network; and
the lack of additional security features such as key management [11]. In addition, being a
completely new radio standard, it is incompatible with all wireless routers already found in
millions of households and offices around the world. In other words, one of the biggest
benefits of Wi-Fi is disappearing.

Thus, Wi-Fi should almost never be seen as the foundation of a smart home. The exception is
those rare cases where only a reliable connection to the cloud is required, and you do not plan
to implement smart devices based on other standards [12].

111.Zee-wave as a sollution for WBAN

Z-Wave covers all layers of the OSI network model, from physical to application. This
guarantees a high level of compatibility between home automation equipment from different
suppliers. Z-Wave is a well-debugged protocol focused on the exchange of short commands
and messages between devices, which minimizes the congestion of the radio channel and
reduces the likelihood of data loss.

Z-Wave uses the concept of a mesh network topology. The protocol is designed in such a
way that the nodes of the network acting as relayers have the ability to forward a message
through themselves until it reaches the addressee. This approach not only significantly
expands the range of the wireless network, but also increases its reliability. In case of
movement / deactivation / failure of any node, the network will not be paralyzed, but will
continue to work as usual: messages will start automatically being sent through the relaying
network nodes, bypassing the failed one [13].

Each Z-Wave logical network can support up to 232 devices. If you need to connect more
devices, it is possible to combine networks. Several Z-Wave networks can easily coexist on
the same territory without interfering with each other. This is achieved by minimizing the
size of the transmitted packet and the mandatory requirement for the minimum load on the
radio channel, which obliges the device to be in the transmission state no more than 1% of the
time [14]. However, the nodes of different networks cannot “see” each other and,
accordingly, cannot communicate with each other in any way. Communication between
networks is carried out through devices that act as network bridges [15].

Devices on the same network can exchange information with each other, even when they are
out of line of sight. In this case, the device uses intermediate nodes (other devices on the
same network, except those that are powered by batteries and operate in a "sleep” mode most
of the time to save battery power) to transmit information to another device when it is out of
range the first device. The optimal and alternative available routes that can be used to transfer
a message between two devices through intermediate nodes are predetermined [16].

Each Z-Wave network has a main controller (from which, in fact, the construction of the
network begins), which is entrusted with the duties of adding new devices to the network and
removing old ones, drawing up routing maps, ensuring secure connection, providing the
ability to create automation scripts and other functions on the organization and control of the
network. The network can also contain one or more secondary controllers, which for normal
operation request information about the network topology from the primary controller.
Usually the main controller is the one from which the network construction began. But over
time, this function can be transferred to one of the secondary controllers. Often new Z-Wave
devices can be added to the network using a QR code or pin code. This fast and secure
procedure occurs once during the installation of a new device, after which the device is
considered to belong to this network.

A distinctive feature of the Z-Wave ecosystem from the very beginning was that it
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purposefully developed as a closed proprietary protocol protected by numerous patents of the

management company (first - Zensys, then - Sigma Designs, now - Silicon Labs). All

available protocol functions are implemented in the program code of the technology owner

and are delivered to equipment manufacturers in a compiled form after signing a license

agreement.

On the one hand, the closed nature of the technology is a disadvantage, since without
knowledge of proprietary specifications, third-party developers cannot, at their discretion, use
the protocol to develop software for controlling Z-Wave devices. This made it harder for Z-
Wave to enter the corporate market. However, the owners of smart homes from such
"closeness™ were in big gain. The Z-Wave brand is the only one on the home automation
market that can guarantee backward compatibility of used devices regardless of
manufacturer, price, functional tasks, chip generations, specific device, etc.

Gradually, starting in 2012, wishing to make life easier for developers and expand the
boundaries of its protocol, Sigma Designs opened part of the Z-Wave specification. But to
maintain device backward compatibility, it continued to control manufacturers through
stringent certification requirements.

The lower layers (physical and channel) of the Z-Wave protocol became open back in 2012
and since then are described by the International Telecommunication Union ITU-T G.9959
standard. They are directly responsible for wireless data transmission, describing in detail the
frequencies used, coding and addressing methods [17].

In 2016, Sigma Designs released the official specification of the Z-Wave protocol to the
public. In particular, command classes (describing how each individual command is formed
and how to interpret a data packet) and device classes (describing the specification of existing
devices and how these devices, depending on their type, perceive different commands) have
been published. A description of the latest encryption specifications in Z-Wave, called
Security 2 (S2), has been published. In addition, a description of Z / IP (Z-Wave over IP), a
software add-on for transmitting Z-Wave packets over TCP / IP, has been published. This
made it much easier to develop third-party web applications for Z-Wave.

The network and transport layers still remain closed, which provide unprecedented industry
stability for large Z-Wave networks and are responsible, among other things, for routing
messages in the smart home network, relaying them and acknowledging receipt.

A. Advantages of Z-Wave

Developers of Z-Wave were many years ahead of their time, and the mesh topology has long
had unique functionality that gives this protocol a significant competitive advantage as given
in figure 2. Now only Z-Wave does not have a mesh topology. But mesh networks have not
lost their relevance, remaining to this day the optimal solution for home automation. Unlike
many competitors, Z-Wave has been around for many years, and the developers have
polished the message routing process to perfection. Of all the home automation solutions on
the market, Z-Wave devices are arguably the most energy efficient, reliable, secure, and
economical in terms of airtime.

In order to neutralize transmission delays and not overload the network, it is allowed to use
up to 4 intermediate nodes for transit data transmission. Taking into account the fact that the
range in the line of sight of modern Z-Wave modules is about 40 meters (and the new
generation of Z-Wave devices on 700 series chipsets increases this value to 100 m), the final
signal transmission range in one network Z-Wave is sufficient for most large home
automation projects.
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A huge unique advantage of Z-Wave technology is the ability to almost instantly self-
medicate the network when a node stops responding. This is achieved through the use of the
Explorer Frame procedure, which starts automatically. It takes no more than a second to
determine all possible "working™ routes and, accordingly, restore the Z-Wave network to
work. Moreover, with the advent of the Explorer Frame procedure in the Z-Wave network, it
became possible to fully use portable devices, the performance of which in older
implementations was severely limited.

Another feature that improves the resiliency and performance of a Z-Wave network is
associations between devices. Thanks to this function, one device can send a command to a
nearby device, bypassing the central controller. For example, a siren can be triggered by a
motion sensor instantly, without waiting for a command from the controller. After completing
the action, the device will send an execution report to the controller. This not only speeds up
the actuation of actuators, but also increases the reliability of critical network nodes. For
example, a “sensor-actuator” link will work even if the controller is out of order. Yes, the
user will no longer receive notifications from the controller about device triggers. But thanks
to the associations, these devices themselves will continue to work together. To do this, they
must be located close to each other, i.e. no routing is required to pass the command. In
addition, they must be able to work together (eg leakage sensor and automatic ball valve).

Another advantage of Z-Wave is security. Here it is implemented at the highest level. Z-
Wave technology uses the same encryption technologies as online banking systems. A new
security standard known as Security 2 (or S2) became mandatory for certification of all Z-
Wave smart devices after April 2, 2017. It improves encryption standards for exchanging data
between nodes, and also sets new procedures for connecting new devices to the smart home
network using PIN codes or QR codes that are unique for each device. A new layer of
authentication protection ensures that hackers cannot take control of devices while they are
connected to the network. S2 is the most advanced security system available on the home
automation market. The tremendous attention that Z-Wave developers have paid to
improving security has already borne fruit - over the past couple of years, Z-Wave has
significantly strengthened its position in the smart security systems market, becoming, for
example, the undisputed leader for such an indicative segment as smart door locks [18].
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Fig.2. Z-Wave advantages and disadvantages.

Z-Wave operates in the unlicensed portion of the 800-900 MHz band dedicated to short-range
devices. A distinctive feature of these frequencies is the ability to confidently overcome
various obstacles, including floors and walls. After all, as you know, the longer the
wavelength, the better it overcomes obstacles [19]. This is largely the reason for the
impressive range of Z-Wave devices for the home automation market (while they are also the
most energy efficient). This part of the range is also characterized by a small amount of
interference from other devices operating at the same frequencies. Considering that other
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competing home automation technologies are forced to huddle in the ultra-popular 2.4 GHz

band, which is used by a huge number of devices around the world, even as far from wireless

communications as conventional microwave ovens, there is practically no interference in the

Z-Wave operating range (and as a result - low latency), becomes another competitive

advantage of this home automation protocol.

B. Disadvantages of Z-Wave

There are not many bottlenecks left to Z-Wave worthy of mention: over the years, the
technology has managed to fine-tune it. Perhaps one of the disadvantages stems from the
advantage: this is the frequency range. The choice of the low-frequency, stable and most free
range for short-range devices, and not the more popular and loaded (2.4 GHz), turned out to
be a forward-looking and correct decision that saved Z-Wave smart home users from serious
problems with interference in heavily loaded Wi-Fi frequencies -Fi . But everything has a
price. Historically, different countries have allocated different frequencies for small-action
devices. For example, for all of Europe (CEPT countries), as well as China and a number of
other Asian countries, this is 868.42 MHz. But in the USA and Mexico, these frequencies are
occupied by GSM technology, therefore Z-Wave solutions there operate at 908.42 MHz.
Russia, which signed the CEPT agreement, but never ratified it, went its own way and chose
an operating range of 869.0 MHz for Z-Wave. What does this mean from the point of view of
the average user? You need to be very careful when buying a new product in another country
and connecting it to your home automation network. For example, a device designed for the
US market will not be compatible with devices in the “Russian” range. Therefore, for use in
Russia, it is best to buy Z-Wave devices in trusted Russian stores.

In addition, as we noted earlier, Z-Wave has developed as a closed technology for a long
time. This allowed the developers to guarantee excellent compatibility, security, fault
tolerance, and so on. But this "closed” is more expensive in device development. Therefore,
Z-Wave solutions cannot be called the most budgetary option for a smart home. Another
thing is that the ratio of price / quality, where the Z-Wave technology left competitors almost
no chance.

IV. ZigBee as a sollution for WBAN

The ZigBee protocol suite defines only the upper layers of the OSI model - network,
transport, and application. It is built on top of the IEEE 802.15.4 standard, which defines the
lower layers of a wireless network targeting end-devices (rather than users like Wi-Fi), and is
characterized by low power consumption and low data rates. The IEEE 802.15.4 standard is
supported by several chip vendors and is used not only for ZigBee, but several dozen other
protocols as well. This standard defines the unlicensed frequencies of 2.4 GHz (worldwide),
915 MHz (for America and Australia) and 868 MHz (for Europe) as the operating range. The
maximum data rate is 250 kbps in the 2.4 GHz band, 40 kbps in the 915 MHz band and only
20 kbps in the 868 MHz band. Therefore, almost all ZigBee devices only operate on the 2.4
GHz frequency [20].

Unlike Z-Wave, which uses source routing to deliver packets to individual nodes on the
network, ZigBee uses destination routing. Thus, three classes of devices are involved in the
implementation of the ZigBee mesh network: a coordinator (the “brain” of the network,
which forms it and coordinates its work), a router (constantly active, therefore it must be
connected to a constant power system; responsible for connecting and maintaining up to 32
end devices, so their location needs to be optimized, and the number must be sufficient to
serve all devices on the network; also a key element in broadcasting and dynamic routing of
packets in the network) and end devices (they are in sleep mode most of the time to save
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power batteries, can receive and send packets, but do not participate in their retransmission)
[21]. Thus, ZigBee offers a slightly different approach to organizing a mesh network from a
technical point of view, but, like in the case of Z-Wave, it is able to provide a self-healing
network and can quickly reroute data packets to ensure their delivery, if any node is down or
not responding as given in figure 3.

A. Advantages of ZigBee

ZigBee is a mature home automation technology. At the moment, the Zigbee Alliance has
hundreds of members, and there are thousands of different solutions on the market with
declared Zigbee support. High market penetration is definitely the technology's strength, as

users have a choice.
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Fig. 3 ZigBee advantages and disadvantages.

ZigBee is an open wireless communication standard that primarily looks attractive from the
point of view of developers and manufacturers. This allows them to be more flexible in
choosing the functionality they need, as well as to bring new products to market at a lower
cost. So, for example, thanks to this, ZigBee had some success in the corporate market. In
particular, some cable TV networks and telecommunications companies have used ZigBee in
their set-top boxes and satellite transceivers, and utilities have added support for this protocol
to smart electricity and water meters to improve the ability to monitor, control and manage
service consumption for their users.

The main trump card of Zigbee is its focus on budget consumers. This is greatly facilitated
not only by the openness of the standard, but by the Zigbee Alliance's soft approach to
certification of new products, allowing manufacturers to use only the functionality they need
in their solutions. Thus, the Zigbee network is a relatively cheap way to implement wireless
home automation.

As we already noted, power consumption can be attributed to the strengths of solutions with
support for Zigbee. Despite the fact that the achievements of Zigbee in this aspect are not as
impressive as those of the main competitors (Z-Wave and even Bluetooth), individual Zigbee
devices can last up to 2 years without having to replace the battery. Overall, this is a good
indicator for today's home automation market [22].

ZigBee has good scalability. Capable of supporting up to 65,000 nodes, this standard can
theoretically provide huge coverage despite the relatively small range of individual modules
(10-20 meters indoors). True, these figures should be treated with a grain of salt. For
example, networks with a four-digit number of nodes face significant challenges in
maintaining uptime even in a lab environment. Communication delays tend to occur even for
much smaller deployments (only a few hundred devices). This is not surprising, given the fact
that ZigBee operates in a supercharged 2.4 MHz band, and the maximum data transfer rate is
250 Kbps.
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B. Disadvantages of ZigBee

ZigBee does not cope well with cases where there is strong interference from other devices in
the network coverage area. ZigBee combined with a protocol such as Wi-Fi or Bluetooth
cannot always effectively deal with interference found in the dense 2.4 GHz frequency band.
The workload of the 2.4 GHz band is growing every year, which can only worsen the
situation in the near future. The IEEE 802.15.4 standard states that one of the advantages of
ZigBee is that it is under the control of the IEEE, which defines the physical layer of the
ZigBee protocol stack, limiting the data rate to 250Kbps. Therefore, in order to meet the
needs of the market, the ZigBee Alliance must enter into lengthy negotiations with the IEEE.
Since the IEEE pursues its own goals, the outcome of these negotiations is unpredictable.
Organizations like the Z-Wave Alliance are in a much better position as they have complete
control over their practices. The Z-Wave Alliance defines each layer of the OSI model.
Therefore, all decisions regarding any aspect of communication are in the hands of one
organization.

ZigBee offers a wide range of measures to ensure adequate communication between smart
devices in security matters. With three keys used to manage security and 128-bit AES used to
encrypt and authenticate data, end users don't have to worry, but that's only at first glance.
However, in some cases, there have been news about security issues found on ZigBee-
enabled devices. An example is the Black Hat conference in the US in 2015, which talked
about how Cognosec ZigBee products can exploit some vulnerabilities and mainly focused on
insecure key pair generation when a new device is connected to the network.

The ZigBee Alliance has made a statement that the Hask method described in the Cognes
report is known and applies to any ZigBee system that uses public key exchange when
connecting to a network. So what is this date? why is this vulnerability still not fixed if it
exists for a long time? Quite simply, some security issues in ZigBee networks have nothing to
do with the protocol itself. In its report, Sognoses acknowledges that the features provided by
the ZigBee standard can be considered very advanced and robust, despite the potential for
exploiting ZigBee vulnerabilities. However, the Zigbee Alliance does not require device
manufacturers to follow all the specifications, and instead they are given the freedom to
choose the mechanisms needed to make specific decisions. As a result, vendors often
introduce the minimum security features required for certification, and such "pruned”
programs often leave the entire network vulnerable.

Despite the aforementioned shortcomings, ZigBee is still an effective technology.
Theoretically, ZigBee should do a great job with many home automation tasks, as well as a
key role in the smart home. But often ZigBee devices from different manufacturers do not fit
together [23].

ZigBee has a leading position in the global Internet market due to its very loose certification
policy, which makes it interested in supporting its devices. In order to facilitate the
integration of ZigBee products with manufacturers and create a basis for interoperability
between different solutions from different vendors, the ZigBee Alliance has created a set of
standardized specifications (profiles), such as a home automation profile, a remote control
profile or a Light link profile, communication schemes between smart devices belonging to to
a specific product category.

The Zigbee Alliance Certification Program ensures that a particular product conforms to the
relevant profile and that devices with the same profile can communicate with each other, even
if they are from different vendors. But device manufacturers are given the freedom to choose,
and they themselves choose how and when they will use the developed profiles in their
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products. Large enterprises and manufacturers immediately enjoy this freedom and create
their own patents. This is why interactions in the ZigBee ecosystem no longer look like a
well-coordinated mechanism, but rather a lot of incompatible profile changes with the wild
west world and the vast majority of incompatible ZigBee products.

When it comes to large brands, for example, if you choose two ZigBee lines from different
manufacturers in a store, they will not be able to directly interact with each other. Large
companies always create their own Zigbee solutions and they can interoperate with other
devices under the same product brand. There are whole isolated ZigBee ecosystems of
various brands such as Philips Hue, Xiaomi, and the combination of controllers of the same
brand with sensors and other actuators directly out of the box does not work. For example, in
order for the Xiaomi smart Home Controller to be able to control Philips Hue lamps, you will
need to buy a more expensive Philips controller. Controllers communicate with each other via
an IP-based API, but not with other goods.

If you take Zigbee as the basis for smart home automation, you will have to independently
check the compatibility of all selected solutions from different brands. The failed certification
program of the ZigBee Alliance consortium, unfortunately, cannot provide any guarantee of
compliance.

The main disadvantage of ZigBee is poor communication, and this cancels out some of the
advantages of this technology.

V. Bluetooth as a sollution for WBAN

Bluetooth covers all layers of the basic OSI model, from the application layer like Z-Wave to
the physical layer. Generally speaking, Bluetooth's development and licensing oversight
body, the Bluetooth Special Interest Group (SIG), has the same unique privilege as the Z-
Wave Alliance. It is a privilege to make changes to the standard directly and independently as
given in figure 4.

Bluetooth low energy, like other low frequency and low power communication standards, is
designed for data transmission with short active battery life and small packets. Therefore, the
main difference from the classic Bluetooth we use is that Bluetooth low energy devices
connect to each other only when they need to send or receive data.

At the application level, interaction between solutions from different manufacturers is
ensured by defining profiles (specifications for the operation of low-power devices and
specific applications). This principle was borrowed from the original specification of classic
Bluetooth. In this way, manufacturers can embed the profiles they need into their devices,
ensuring it is compatible with other Bluetooth Smart products that support the same
specification. We also note that the ability to implant several profiles into solutions allows
manufacturers to flexibly adjust the functionality of their products. However, solutions from
different manufacturers will be able to fully communicate only if they have at least one
common profile.

A. Advantages of Bluetooth

For a technology focused on low energy consumption, Bluetooth Low Energy has a rather
impressive data transfer rate - up to 1 Mbps (for the new fifth version of Bluetooth, this value
has been increased to 2 Mbps). The faster the speed, the more information can be transmitted
per unit of time. This means that the Bluetooth transmitter will quickly release the radio air,
thereby reducing the likelihood of collisions. This is extremely important when operating in
an overloaded frequency band such as 2.4 GHz [24].

With support for sleeping nodes (devices that spend most of the time inactive, periodically
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"wake up" for a short time just to quickly complete their task, and then also quickly return to

sleep) Bluetooth Smart provides a decent, although not the best in the industry value battery

life, allowing certain sensors and switches to operate for over a year on tiny coin batteries.

With regard to such a critically important parameter for the home automation market as

device response time, here again Bluetooth BLE demonstrates results at the level of leading

technologies [25].

Plus, Bluetooth Smart has an interesting feature that the other technologies we've reviewed
don't have. These are the so-called beacons. Using Bluetooth proximity detection, beacons
can force smartphones to perform certain actions when the user is near them. Beacons enable
you to implement a wide range of unique applications, from location-based push notifications
to precise positioning services. Most importantly, adding a few lines of code to the software
stack is all it takes to equip a Bluetooth-enabled smart device with beacon functionality.

The biggest advantage of Bluetooth is its features based on the ability to determine the
proximity of Bluetooth devices, as well as the fact that a smart device and a smartphone can
directly communicate with each other. Of all the wireless technologies used in the 10T,
almost all smartphones, tablets and laptops on the market only support Bluetooth and Wi-Fi.
But besides being incompatible with most internet apps, Wi-Fi handles all communications
through a central hotspot, and Bluetooth provides a direct connection between phone and
device. For users, this is a huge benefit. Because the smart home network of smart devices
only needs special software to make the gadget "remote display”, and this topology makes it
much easier to add new devices to the existing network. With uluetooth, the whole procedure
is intuitive and safe and can be very simple [26].

B. Disadvantages of Bluetooth

Bluetooth uses the same 2.4GHz band as most other radio technologies. Using the 2.4 GHz
band in Windows, which has built-in Bluetooth anti-interference controls, is a definite
disadvantage. True, in addition to constant noise, the 2.4 GHz band has another big
drawback, which is that when radio waves pass through walls and other obstacles, through
the human body, the signal at this frequency is lost much faster than at frequencies below 1
GHz [27].

Low power Only star topology is
consumption applied
compared to Wi-Fi
Good compatibility Small practical range

Advantages Disadvantages

Fig 4. Bluetooth low energy advantages and disadvantages.

Therefore, the range of Bluetooth low energy technologies is not its advantage. Despite the
"distance up to 100 meters", which theoretically can be achieved with Bluetooth 4 [28]. If the
two devices are closed, you can calculate the distance up to 10 meters. The confusion also
arises due to the fact that this number depends not only on the obstacles and obstacles that
will be in the signal propagation path, but also on the manufacturer's settings, since with
Bluetooth Smart they have the ability to adjust the device's signal level within certain limits,
increasing the power and increasing power consumption [29].
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The reason why Bluetooth is Smart, specifically designed to address the challenges of the
rapidly growing Internet market, is almost never seen as an option for building complex
Internet applications as well as complex home automation networks. Designed to support
simple star networks in relation to business. This is not about offices or industrial plants, but
rather about creating a dynamic, flexible and reliable touch-controlled environment that we
want to see in our smart homes. The mesh network is an important topology for many
applications, such as those that require extended range or peer-to-peer communication
between devices, and so it's not surprising that all of the most popular protocols in the low-
bandwidth Z-Wave and ZigBee categories route messages over networks [30-31].

Conclusion

Recently, a lot of multi-protocol controllers have appeared on the market, combining several
wireless smart home technologies at once. So manufacturers are trying to reconcile
competing protocols and give users more freedom to build smart home networks. The most
popular combination is to support Z-Wave, Zigbee and Bluetooth Smart simultaneously in
one device. They, for example, can be found in the popular controllers VeraPlus, Vera
Secure, a number of Zipato controllers, Smart Things and some other manufacturers.

In general, a universal controller is a good solution to the problem of the “z00” of smart home
protocols. But the catch is that by ensuring that different wireless technologies work together
within a single smart home, such controllers do not solve the problem of incompatibility
between devices within the framework of the same protocol. It is important to remember this
when choosing “periphery” - sensors and actuators, without which no smart home is possible
in principle.

As we have already found out, one of the main reasons for poor intra-protocol compatibility
is the lack of standardization at the application layer of the OSI network model. And not
declared, but real standardization. And it depends primarily on how rigidly the industry
groups behind a particular protocol determine the conditions for certification of finished
devices.

Today the undisputed leader in the compatibility of devices from different manufacturers
within the same protocol is Z-Wave technology. The industry consortium Z-Wave Alliance
offers a clear certification program for smart home gadgets and closely monitors the
implementation of its conditions. Z-Wave covers all layers of the OSI model. But unlike, for
example, Bluetooth Smart (which also supports all these layers), the Z-Wave protocol was
originally developed as a highly resilient mesh technology. In addition, Z-Wave is the only
popular technology that does not use the overloaded 2.4 GHz frequency range. All these
advantages allowed the Z-Wave Alliance to create, without exaggeration, the world's most
developed ecosystem of smart home devices (more than 100 million implementations and
over 2.5 thousand product names from more than 700 international manufacturers).

Zigbee and Bluetooth Smart also have chances for development. In the first case, the
developers try to solve the problem of inter-protocol compatibility by implementing the
Dotdot add-on. But given the huge installed base of legacy Zigbee devices and the soft
certification policy of the Zigbee Alliance, one can hardly hope for a quick breakthrough in
terms of smooth operation of Zigbee gadgets from different manufacturers. In addition, the
Thread protocol is considered a potential competitor to Zigbee, which, however, still remains
a “dark horse” in the smart home market.

In the case of Bluetooth Low Energy, the prospects for this protocol largely depend on how
successful attempts to implement mesh network topology become in it. One way or another,
both Bluetooth, Zigbee and Thread are tightly tied to the noisy 2.4 GHz radio band. And this
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shortcoming is unlikely to be eliminated in the foreseeable future.

The wireless smart home market is changing rapidly. Only the requirements for power
consumption of devices, digital security, network resiliency, the ability of devices to
withstand radio interference, ease of connection, and the mutual compatibility of products of
the same communication standard remain unchanged. When choosing the basis for a smart
home, you need to carefully weigh all these factors.
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